YHUBEepCanbHOCTb

M CaMOAOCTATOYHOCTb
NPOAYKTOBOU JIMHEUKW
ViPNet Endpoint
Security

TEXH® infotecs
.IJ Q(DeCT

B
TEXHUYECKAS4 ’

KOHOEPEHLNS
&

N,

KagbikoB WBaH
PykoBoguTenb MNPOAYKTOBOIrO HamnpaBJ/ieHUA




YT06bl 3aWMWaTbLCA,
HafoO MOHUMATb OT Yero!

PacTyuee
KO/IM4eCTBO aTak
N He AoBepeHHbIX
annapaTHbIX
KOMMOHEHT

YnaneHHaa pab6oTa,
npoBefeHue
NpUBaTHbIX
pa3roBoposB

JloBepue

K nnatdopme

n obecnevyeHue
AOBEepeHHOM
3arpy3sku 0C

ObecneYyeHue
3aluLeHHbIX
KOMMYHUKaLUK

Pa3rpaHu4deHue
jocTyna

n 3awuTa
OaHHbIX

3awuTa OT
BHEWHNX aTak
M yrpos

TEXH@ ifotecs
Q(DGCT

Nonb3oBaTenb -
BHYTpPEeHHUM
HapywnTesnb, HU3KWUU
ypoBeHb
0CBeAOM/IeEHHOCTMH

Malware,
Ransomeware,
Fileless &
Never-seen-before
attacks



TEXH®@ jitotecs
gG)eCT

ViPNet
SafeBoot 3

HoBoe MoKoOneHne BbICOKOTEXHONOrMYHOTO
NpPOrpaMMHOr0 MOAYNA [AOBEPEHHOW 3arpy3kwu
(NMMA3). MNpegHa3HayeH ANA CO34aHUA TOYKM
JoBepua K nnatpopme M ee KOMMNOHEHTaM, a Takxe
K 3arpyxaemou onepaumoHHoOn cucteme. Knw4veBbiMu
33afa4aMn NpoAyKTa ABMAKNTCA pa3rpaHuYveHue
poctyna kK nnatdopme, 3awmTta UEFI BIOS,
KOHTPO/Ib HEM3MEHHOCTM M 3awuTa KOMMOHEHTOB
MK, a Takkxe opraHuM3auua [OBEpPEHHOW 3arpys3kKu
WTAaTHOW OMepauuoOHHON CUCTEMb




J—
CHCTEMA CEPTHOHKALIMH TeX H infotecs
CPEJICTB 3AIINTHI HHOOPMAIIMN = e CT

190 TPRBOBAHIM BEXOTACHOCTH HINAOPMATIHI

CEPTHOHKAT COOTBETCTBUSA
Ne 4673

“ ViPNet
v B SafeBoot 3

-

SAMESTHILIL ZHPEKTOR 6CTIH el
’/ 5 - N\ WEAEPAIBIAR CAYKEBA BESOHACHOCTH
o TR Y A POCCHIICKOM @EAEPAIINN

M oo MepBble! KTO Mony4umn
CEPTU®HKAT COOTBETCTBHSA (BTOpOﬁ pa3 I'IO[].pFl.El)

ol osep CP/517-5070. or "25.° dexabpx. 2024

e o ABa cepTupukaTa Ha oAHY Bepcuio!

Basaw _Asumoncpoosty ofmect. s Hadopsamonmes roxm

e """”"1"‘?,‘.‘,..,‘."7.’,‘;‘:7?_.  T o OCT3K Poccuu N 4673

o OCb Poccumn N CO/517-5070

Cepmudunar waan w o




PacwmpAs rpaHuLib TeXHepecr

AOBEpPeHHOU 3arpy3Kwu

ViPNet SafeBoot yxe AaBHO He MpPOCTO MOAY/b AOBEPEHHOW 3arpyskwu,
a KJIW4EeBOMN 3/71eMeHT pJoBepuAa K nnatdopme

[loBepeHHaa 3arpyska 3TO:

KoHTponb
NoeHTudumkauyma Mepenaya
Le/IOCTHOCTb

" y yrpaBJ/iEHUS
NporpaMMHOM

AyTeHTUdnKaums LOBEPEHHOMY

cpepbl U

noJsib3oBaTesien »
annapaTHOM

3arpy3dunky 0OC




JloBepue “ 3aWuTa NAATPOpPMbI TEXH@ge

3awnta UEFI BIOS

o 3awmTta BIOS OT nepesanucu, YTEHUA U OT U3MEHEHUW
EFI-nepemMeHHbIX

o 3awuTa nocse S3 - 3aWMTa NpU BbIXOAe U3 cnAwero
pexuma

o bnokunpoBka obHoBneHun UEFI BIOS
o OunbTpauma U KOHTpPONb MNporpamMmHbix SMI

3aumTta oT malware

o bnokupoBka ACPI WPBT, 3awuMTa CcUCTEeMHbIXx Tabnuy
O 3awuTa OUCKOB OT 3anucwu

o bnokuposka UEFI Option Rom

Imynauma NVRAM



YTO HOBOrO M WHTEpecHOro XN edecr

noasunocb B ViPNet SafeBoot 3?

NMoapepxka syslog - oTnpaBka CEF coobweHui
Nopnepxka ALD PRO (Astra Linux)

NMoapepxka paboTbl HA 6€34MCKOBbLIX CTaHLUAX
Mpodunn 3arpysku OC

Moppnepxka LUKS

3awMTa CUCTEeMHbIX Tabnuy UEFI

Noppepxka TokeHa Guardant ID Bepcuu 2
Moppoepxka JaCarta-2 SE u JaCarta PRO
PacnucaHuve pocTyna noJjib3oBaTesien

O 0O o o o o o o o o

Perncrtpauna BCeX NOAKANYEHHbIX YCTPOWCTB
ayTEHTUOMKALUM



TEXH@)ntete

ViPNet SafePoint i
[ipoaonxeHue

pa3BUTUA, HapauuBaeMm
PYHKLUUOHANIbHOCTb



she wee

“g
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TEXH®@ jitotecs
QG)ECT

ViPNet
SafePoint

ViPNet SafePoint - cepTuduumpoBaHHbIN
NPOrpamMMHbIA KOMMAEKC 3aWwnTbl UHPOpMauum oT
HEeCaHKLUOHMPOBAHHOIO AO0CTYyNa YpOBHA AApa
onepaumoHHon cuctemsl (0C)

ViPNet SafePoint ycTaHaBnuBaeTcA Ha
pabodne CTaHUMM M cepBepbl B LeNAX
obecnevyeHnma MaHOATHOrO U AUCKPELMOHHOrO
pasrpaHudyeHna JocTyna nojib3oBaTenen

K KpUTUYECKU BaxXHOW WHPOpmMauuu

M NOAK/IHYaEeMbIM YCTpOWCTBaM




TEXH@ infotecs
Q(DeCT

AnckpeunoHHaa mopenb
AocTyna

3aMKHyTaA KOHTpONb yCTpOUCTB

nporpamMMHas cpepna

KoHTposb
LeNoCTHOCTK ¢annos

10



JonosnHUTeIbHble TEXH@geer

3dliuTHbiE MeXaHU3MbI

3awMTa OT BHeApeHWSA U BbINOJIHEHUSA
BpeAOHOCHbLIX MporpamMm M Koza

3aWnTa OT aTakK Ha MoBblLeHUue I'IpVIBIAﬂeFIAVI

3awmMTa OaHHbLIX OT aTakK Ha YA3BUMOCTHU
cuctemHoro 0O

3awMTa OT WHCaiaepos

3awMTa AaHHbIX OT aTakK Ha YyA3BUMMOCTU
npuknagHoro 10

11




YTo HOBOro 6b10 B 2024 ropy TXRepecr

safePoint - LocalHost

A % 0 < cpegnnewwomkm -

3 v < .
T TR HoBbiM L1nux areHT
& rpynnu 2 :\'dhl . . avahi (v
% Cybuextu goctyna - ' ¢
35’ Cyf:;:nu n:lcwna * ‘h:;l . hllunrl oy C I-I Oﬂﬂ'e p)KKO M
2 roy iy chru

P”:;:: PeaKTMpoBaHWe YUETHOA 3aNWCK NoNbL30BaTENA 3 :j:{“::m . g :;‘:lj::m OT e q e C T B e H H bIX OC L i n u X

» dbus

r
PYl Wma Mean Kansixos p

Npa

rap| UID 1001 Co3pars

- ABTOHOMHaA BEPCUA

% ¥npasi] GID
% v
¥ Avanund Napons . .
& hnal

2 root 8 geoclue

& gluster
L halt
MOATBEPMKACHNE NAPONA |+++sesess | & libstorage...

1 p

Dainod O6onouka o /bin/bash ~ | |MpocmoTp... L mail

geoclue
gluster
root

Axaf

- CeTeBaA BepcuA

a ,
[OomaluHAR Nanka (home/WeaH Kaawikos 1 nfsnobody

« Ceteay
L Cobwim Ormena

RahRrRRRRARAR

HacTpg
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Tex H infotecs

Jlerko BHeapsAeTCcA B MMewlWyCA *pecT
MHPPaCTPYKTYpy

@ 5

SafePoint - LocalHost

« FEH % D . | CpepHue MKOHKM  ~

a YyeTHbIe 3anucKu
2 nNonesosatenn
3‘-"- Mpynnsi
& CybGbexTsl AoCTYNa
3 CyObexTsl AOCTYNa
2 rpynnsi cy6bekTos AocTyna
« Pa3srpaHnyexue noctyna k ®C
& OB6BeKTH pasrpaHuYeHns QocTyna Kk ©C
Fpynnsl oBbekTos
. Npaswna pasrpaHu4eHnn noctyna Kk ®C
| FapaHTupoBaHHOE yaanexHwe
%% YnpasneHue nogknoveHneM ycTpoicTe
%% YcTpoicTea
& AnanusaTop umeH daitnos
_?., AHanu3aTop vMmeH hainoe cybbekTos gocTtyna
J AHann3aTop wmeH hainoe 06LEKTOB pa3rpaHmny...
dainosas cucTema
% Npoueccol
B Ceccuw nons3osaTtenen

@ Cevesbie HaCTpORKK

1) CobbiTHa ayauTa

“| Anpec cepsepa 10.10.10.11
MopTt cepeepa 43983

Anpec cepeepa ayguta 10.10.10.12

MopT cepeepa ayauTa |3055

Mogknw4yeHune

K cylecTByHlemMy cepBepy
6e3o0nacHOCTU U cepBepy

ayaAuTa He 3aluMeT MHOro

BpeMeHHU

MOXHO 3aAaTb MapameTpbl Npwu
yCTaHOBKe Uan nocne
YCTAHOBKWU «BPYYHYHO»

13



ApXUTekTypa TEXHQ e

ViPNet _ ViPNet
SafePoint ‘ SafePoint
agent -'e X i i i 17 agent

ViPNet SafePoint ViPNet SafePoint
Server Ul Event log Server Ul
e (&2
\ ViPNet @ ViPNet SafePoint
SafePoint Event log
Server Server / \
ViPNet i ViPNet
SafePoint SafePoint
agent -'@ agent

14



CHCTEMA CEPTHOUKAIAN
CPEJICTB 3AIIATHI NHOOPMAILN

T10 TPEBOBAHHMSIM BE30ITACHOCTH HH®OPMALIUNA
Ne POCC RU.0001.015H00

33 CEPTU®UKAT COOTBETCTBUA
Ne 4468

BHeceH B roCy/{apCTBEHHbIH PEeCTp CHCTeMbI cepTHdHMKALMH
CPe/ICTB 3alMTh! MHopMaLH 1o TpeGoBanmM Ge30nacHoCTH HHpopMaLIH
18 oxalps 2021 1.

Boijian: 18 oxtsifps 2021 1.
[JledicTuTenen fo: 18 okmsbps 2026 r.

Hacrosumii cepruukar ypocrosepsier, uro u3genme «ViPNet SafePoint»,
paspaborarHoe u npoussogumoe AO «MupoTeKC», SBISETCH NMPOrPaMMHBIM CPeACTBOM
3aLMTEL He 7 i, coc T TakHy,
COOTBETCTBYeT TPeGOBAHHAM 10 Ge30nacHOCTH HHOPMALWH, YCTAHORNEHHEIM B IOKYMEHTaX
«TpeGoBarmst 1o Ge30nacHoCTH MH(OPMAIMH, YCTAHABIMBAOIME YDOBHM /0BEpUS
K CPe/ICTBAM TeXHHUYeCKOH 3aluThl HHGOPMALMH U CpeAcTBaM obecrievenws 6e30MacHOCTH
HHpOPMaIMOHHbIX TexHonormi» (PCTIK Poccum, 2020) - no 4 yposHIO fOBepHs,
«Ty K CBEMHBIX

(DCTIK Poccum, 2014), «ITpoduib 3aIUTEl CPEACTE  KOHTPOMSA nommeun; CheMHBIX

MalMHHBIX HOCHMTenelf MHQOpMaLMH ueTBeproro Kaacca 3aumthl. WT.CKH.I14.I13»
(PCT3K  Poccum, 2014), «CpeacTBa  BHMMCIMTENbHOW  TeXHMKM.  3aurta
OT HEeCAaHKIHOHMPOBAHHOIO JOCTyna K & it

OT Hec Aocryna K uugop (Tocrexxommccuss Poccym, 1992) -
mo 5 Kjaccy 3aUMIIEHHOCTH M 3ajannu mo GesomacHocru ®PKE.00240-01 98 01 mpu

IKCT B

®PKE.00240-01 30 01 ©O.

Ceprudukar BbJaH Ha OCHOBAHMM TeXHHWUECKOro 3aKmoueHus or 15.07.2021,

no cep HCTIBITAHMH  MCTILITATe/TBHOM

naboparopueii  MOY  «MW®»  (artectar  akkpegurauuu  or  18.11.2016

Ne C3U RU.0001.015100.5012), # skcrieprHoro sakmouenws ot 05.10.2021, opopmienHoro

opraHom 1o ceprupuramu OOO «LIBM» (artectar akkpeguraumu ot 11.04.2016
Ne C31 RU.0001.016100.A001).

3aspurens: AO «UudoTeKC»

Anpec: 127083, r. Mockea, yn. Muumsa, 4.56, crp. 2, 1. 2, nomemenue IX,
KoMHara 29

Tenedon: (495) 737-6192

AUPEKTOPA ®CT3K POCCHUHA

B./TiotukoB

i
CPEACTS METMA MINGOPKATHH 70 TPeGOBIHHAM Ge3OTICHOCTH NHGOPMALIN

T XHi;f-ﬁecs
© Q(DE‘CT

CepTuduUuMpoBaHO

o 5 knacc 3awumuweHHocTtu CBT

o 4 Knacc 3awuTbl
CKH (MUT.CKH.MN4.n3)

o 4 knacc TAb

15



TEXH@)ntete

ViPNet EndPoint i
Protection

HoBble Bepcumn!

HoBaA ¢YHKLUMOHANbHOCTD!



TEXH®@ jitotecs
QCDeCT

ViPNet
EndPoint
Protection

CucTeMa KOMMNAEKCHOMW 3awuThl
pabo4nx CcTaHuUuin U cepsepos,
npegHa3Ha4YeHHasa AnA
npegnoTBpaweHnsa «hpannoBbIX»,
«bechannoBbiX» U CeTeBbIX aTak,
ObHapyXeHUs BpeAOHOCHbIX AEeUCTBUN
N peakumum Ha 3TU AEUCTBUA




3aluTHble MeXaHU3Mbl TeXHO S eer

KOHTpONb NpuUIOXeHU

MepCOHasbHbIN dBpUCTUYECKUN
MexceTeBOU Antimalware
SKpaH ABUXOK

Cuncrtema Mopynb
obHapyXeHusa u noBegeH4Yeckoro
npefoTBpaweHns aHann3a
BTOpPXEHUU

18



PaboTtaem no npasuiam!

[®) viPNet EndPoint Protection Server AaMUHMCTPaTOR — [m]

= Basbl Npagua

MOHWTOPUHT Bce 6320l Npagun  M20paHHLle npaenna

M vhgonanens

- - v Ii.l 3arpyaute

r:_! Cobbmis
D HaumeHoBaHue Pexiumel Bepcua Tpynne! CozaaHa

¥YnpaeneHne 3awuToi

% YcTpoiictea D I 3arpyekeHsl U2 Gaiina Epp_20210811_1_1.5_RU.zip [ Yacthas cetb Pazpewats @ MEUHUMANEHBIA 200 Inaeuas, Jom, Mobun... 19.08.20..

** bazbl npaena D B22a npaeunn No YMOJYaHUD [E4 YacThas cets Pazpewats @ Baz08lii 1.02 naeHas 19.08.20...

E [/loBepeHHas 3arpyzka D B2aza npaemnn Mo yMOAYaHUID [ Ceteroii 3kpa otknioueH [ OtkmoueH @ Munsnm: 1.0.2 FnaeHaa 19.08.20...
D B22a npaeuna Mo YMOAYaHUID [E4 Ceteoii 3kpaH oTKAKYEH QOTrAOueH @ Murnmz 1.0 FnaeHaa 19.08.20...

OfHapyxeHne aHOManuii — 5

Pyxenne ano D B2aza npaemnn Mo yMOAYaHUID [ YacThas cets Benbilii CMcoK - YBeaoMAATL @ M: 1.0.0 19.08.20...

@ Kputepuu 06HAPYXKEHUA AHOMANKI

CocTtouUT U3

o MpaBun cuctembl obHapyxeHus
N npefoTBpalleHnA BTOPXEHUN

o OunbTpoB MexceTeBOro
SKpaHa

(@)

Cnuckos MO pna YepHoro
u benoro cnucka

JBPUCTUYECKOrOo ABUXKaA
Anti-malware

@)

TEXH@ infotecs
Q(DECT

ViPNet EndPoint
Protection
paboTaeT no BPN

ABUXKa ObHapyxXeHus
AHOMaJIbHOI O
noseaeHunsA
CUCTEMHbIX YTUAUT

19



TEXH@ infotecs
Q(DECT

Ewe 60sblie
3aWUTHbIX
MexXaHU3MoB

SSL - MHCneKuuA - BO3MOXHOCTb
pacwndpoBbIBaHUA BCero Tpaduka,
npoxogAwero 4epes moaynu ViPNet
EndPoint Protection

SafeBrowsing - 6e3o0onacHbil cepuUHT
B MHTepHeTe (Beb-dunbTpauuna)

20



MHTerpaumoHHble GYHKLUU TeXHepecT

o WHTerpauyma c ViPNet Client 4U/5

NlobaBneHne/PepakTupoBaHune/YnaneHue
dUNbTpPOB 3alWMUIWEHHON CeTu u3
NOKANbHON KOHCOMU

ViPNet EndPoint Protection (areHT)

o Nony4eHue ¢unbTpoB OT PMM yepes
4U/5

21



ZTNA XHegecr

flobaBneHne Habopa ¢yHKUMIN U3 CTeka
TexHonormn ZTNA n uHTerpauua c
ViPNet Client 4U/5:

o lMpoBepka cOOTBETCTBUA XOCTa Ha
Hannyne Tpebyemoro MO, ob6HOBNEHMUN
MO, 3anyweHHbIX npoueccoB, OOHOBNEHUe
AaHTUBUPYCHbIX 633 u T.4.

o bnokupoBka 3aWMuWeHHOW CeTu Ha
yCTpOUCTBE NpU HECOOTBETCTBUMU
ycTponcTBa nonntukam ZTNA,
WHPopMMpoBaHMe nosb3oBaTenAa 06 3ToMm

22



HoBbih areHT nog linux

TEXH@ infotecs
.(DECT

(oo Ne

(a

-

MOHUTOPUHT
Pexumbl paGoTel

B cossimua

L} CoefMHeHna

Tpaduk

Monwmik

&) Mex oif oKpaH A
lt’ﬂﬂlﬂ'pb\ NONHUTHK
CHF"AE‘.‘NHMKH

&) o6Hapyxenue st

[ npencrapauenue sTopxenui

(&) 06HapyxeHue aHomanmi

a WMNOPT 1 3KCNOPT 6a3kl Npagun

TupoBaHne
ﬂ] XypHan ayauTa

) vustrble 3anucu

@3 HacTpoiiku

(@ onporpamme

PexuMbl paboTbl

® Mexwcerenoii axpan

@ Bunioveno

KopnopaTHeHan ceTs

Monb308aTEND CAMOETOSTENLHO ONPeAEnseT npasuna
unbTpaLMK Tpaduka. Ecni npasina GnoKkMpoBKm He.
3aflaHbl, Pa3peLUeH MBo#H Tpaduk.

) Npegorepawyesne BTopMeHuil
@ Bunioveno

ONTHMANbHBIA PeXUM
McnonbayeTes onTUMankHLIi HaGop npasun

Aoc AWMty B cnyuaes.

ViPNet EPP

Ht

Ht

OGHapyMeHUe BTOPMeHMi

@ Benioueno

Mpaeuna BTOp:
i EPP.O

BTOPXKEHHI HeNban.

23




AreHT EPP nog Linux -
XypHan cobbiTui

TEXH@ infotecs
Q(DECT

00O

(a

c)

[ Pexumel pas
P CobbiTiA
H CoeuHeHus

Tpatk

MNonutrkm

(&) Mexceresof skpan ~
DunTpB nonHTH

CnpasouHMki
&) O6Hapywerme BT
() nNpeporepauesie eTopskenni

(A) O6Hapywenme anomanwi

E’. MmMnopT W akenopt 6asel npasun

B c
£ xypran aygura

pre,
) Yu&THble 3anucn

€3 Hactpoiikw

@ O nporpamme

@ soim

Cobbitna

ViPNet EPP

‘ Mowck

Q ‘ |11,zuz4uu00—12,11,20242359 5|?

(O narauepema =

)000000DOO0OO0O0OO0OO0O0OO0OOOCOOO0OO0ODOODB

12.11.2024 16:58:10
12.11.2024 16:57:33
12.11.2024 16:57:33
12.11.2024 16:57:32
12.11.2024 16:57:32
12.11.2024 16:57:32
12.11.2024 16:57:32
12.11.2024 16:57:32
12.11.2024 16:57:30
12.11.2024 16:57:30
12.11.2024 16:57:11
12.11.2024 16:57:04
12.11.2024 16:57:04
12.11.2024 16:56:11
12.11.2024 16:56:08
12.11.2024 16:56:06
12.11.2024 16:56:06
12.11.2024 16:56:06
12.11.2024 16:56:06
12.11.2024 16:56:08
12.11.2024 16:56:05
12.11.2024 16:56:05
12.11.2024 16:56:05

12.11.2024 16:56:05

YpOBeHE coBbITHA

.

.

.

.

.

.

.

.

CobbiTre

Kpurnueckoe
KpuTueckoe
Kputnueckoe
Kpurnueckoe
Kputnueckoe
Kpurnueckoe
Kputueckoe
BaxHoe
BaxHoe
BaxHoe
BasHoe
BaxHoe
BasHoe
KpuTueckoe
BaxHoe
Kpurnueckoe
BaxHoe
Kpurnueckoe
BaxHoe
Kpurnueckoe
BaxHoe
Kputnueckoe

BawHoe

0 YTHARTEL Nmap’, Ce
YeraHoska deb nakera

YeraHoska deb nakera

YcraHoska deb nakera

YeraHoska deb nakera

YcraHoska deb nakera

YeraHoska deb nakera

Yeraoska deb nakera

OBHapyHeHa yenelwHan ayTeRTBUKALMA N0A o
BeinonHene sudo KoMaH Akl

Uamenenue daiina /etc/hosts

OBHapyweHa yenelwnan ayTeRTHbUKALMA NoA 'To
BeinonHeHKe sudo KoMa Akl

Cepmuc Guin sanyugen

CepBHC Guin OCTaHOBNEH

CepBue Gbin aanyuier

CepeMc Gbin 0CTaHOBNEH

CepBue Gbin aanyuier

CepBuc Bbin oCTAHOBNEH

Cepemc 6bin 3anyleH

CepBic Bbin oCTAHOBNEH

Cepemc 6bin 3anyleH

CepBuc Gbin 0cTaHoBENEH

Cepauic 6uin sanyes

pY
"nmap", cBA3aHHON C ceTeBbIM
CKaHWpoBaHuem

Obuwee

CobbiTne

YpoBeHs cobbiTus
[Data n spemn

Kareropua yrposel

Tun npasnna
Bepcua Gasel npasun

Mogyns

YTUNUTBI o X

OBHAPYAEHO MENONLI0BAHME YTUAHTHI
"AMap’, CaRSaHKON C CeTeBbIM
pr——

® UrropmaLonHoe

12.11.2024 16:58:10

MNOAGIPHTENbHER, NOTEHUMANBHO ONACHER
aKTMBHOCTS

CHCTEMHES aKTHBHOCTH
17133

OBHapywete BTopHEHHi

O Nokaseisats & Buge Texcra cosbitun

Cobbitwe 1

06HapyXEHO MCTONbI0BaKME YTUNHTL! NMap’, CBA3aHHOR C CeTeabiM

CKaHWpOBaHMeM
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CHUCTEMA CEPTUOUKAIIVU
CPE/ICTB 3AILINUTHI THO®OPMAILIA

IO TPEBOBAHHSIM BE3OITACHOCTH HH®OPMALIMM
Ne POCC RU.0001.015H00

CEPTUPUKAT COOTBETCTBUSA
Ne 4666

BHecen B rocyAapCTBeHHbIN PeeCcTp cHCTeMb! cepTHdMRaIH
CPe/CTB 3aU[HTE! HHAOPMALMH N0 TpebosanHsn BesonacHocTi HEGOpPMALHH
22 mapra 2023 1.

Beistan: 22 mapra 2023 .
Hejicreurenes go: 22 mapra 2028 r,

Hacrosupit cepruduxar yaocrosepsier, uro n3femme ViPNet EndPoint Protection,
paspaboranoe # npomssogumoe AO «MupoTeKCr, ABAIETCH NPOrPaMMHBIM CDEACTBOM
JALMTEL OT HECAHKLMOHMPOBAHHOIO J0CTYNA K HH(OPMALMH, He COAEPIKAIICH CBeAeHIH,
COCTABATOUMX FOCYAAPCTBEHHYIO TailHy, peanMsyloumM (YHKIMM MEXCeTeBoro JKpaHa
H CHCTEMbI OBGHADYHEHHMA BTOPMEHHH, COOTBETCTBYeT TpeGOBAaHMSM 10 GE30NACHOCTH

dopmar, yo M B JoKymenTax «TpeBosania no GesonacHocTi ME(OpMALMH,
YCTaHaB/MBAIOUIME YPOBHM JIOBEPHS K CpefcTRaMm T CKOH 3aIUTHl  MH

¥ CpeAcTaam obecrievesia Ge30NACHOCTH HHPOPMALMOHHBIX TexHoorHi» (PCTIK Poccum,
2020) - no 4 yposiio Aopepis, «TpefoBarns K mexceresniM sxpanary (PCTIK Poccun,
2016), «Ilpounn sammThl MeKceTesbix 3KpaHos THNa B uerseproro Kiacca 3aUATHL.
WTM3.B4113» (®CTIK Poccum, 2016), «Tpebosanms K cucremam oBHapyxeHns
ropxeruity (DCTIK Poccus, 2011), «IIpodirm SanpmTel cucTeM oGHApY/KeHNS BTOPXKEHHH
YpOBHA y3na weTmeproro Knacca saupitl. MT.COB.Y4.I13» (©CT3K Pocomm, 2012)
H sagan 1o GesonacHocr OPKE.00238-01 98 01 npu spmonwenus ykazamuil no
IKCIUTY aTALHH, PHRE/eHHEIX B hopnmyspe ®PKE.D0238-01 30 01.

Ceprupuxar Bbigan Ha OCHOBAHHH TEXHWUECKOTO 3aKmouenus or 21.02.2023,
OGOPWIEHHONO 110  pesy/bTaraM  CepTHOMKAI[HOMHLIX MCNWTAHKE  HOTBITATENBHOMN
naboparopueii AHO «MHCTHIYT MikeHepHOH (uaukw»  (arrecrar AKKpeJHTALHH OT
18.11.2016 Ne C3M RU.0001.01BM00.5012), # akcneproro sakmouerust or 03.03.2023,
odopuierHoro opraroM no ceprudukamn 000 «l[BH» (arrectar axxpemwrampy or
11.04.2016 Ne C3M RU.0001.015100.A001).

3amsurens: AQ «MudoTeKCn

Agpec: 127083, r. Mockea, yn. Mummma, a.56, c1p. 2, ot 2, nomemenue IX,
KoMHaTa 29

Tenedon: (495) 737-6192

XH @ infotecs
1€ Q(DE‘CT

CepTuduUuMpoBaHO

o M3 Tun B knacc 4
o COB Y4
o 4 knacc TIOb
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Endpoint Security

JoBepue
K nnatdopme
. n obecneyeHune
ViPNet JOBepeHHON
SafeBoot 3arpysku OC
Ob6ecneyeHune
3alMLEeHHbIX
KOMMYHUWKaLNi
ViPNet
Client

TEXH@ ifotecs
Q(DE‘CT

PasrpaHunyeHue
JocTtyna )
M 3aunTa ViPNet
Sy SafePoint
3awuTa
OT BHEWHUX
aTak
n yrpos
ViPNet
EndPoint
Protection
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MopgnuceiBanTecChb
Ha HalK couceTH,
TaM MHOrO WHTEepecHOro

T XH mfotecs
- .(DeCT




